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Introduction 

“Under observation, we act less free, which means we effectively are less free," said Edward Snowden. 

Article 12 under the 1948 Universal Declaration of Human Rights (UDHR) suggests that no one shall be subjected 

to arbitrary intervention with his privacy, family, home, or correspondence, nor to encroach upon his character 

and reputation. As advancements in the digital age continue to progress, ensuring people's rights to their privacy 

on their electronic devices is getting increasingly urgent. Information and communication privacy, especially in the 

digital age, has been deprioritized in favor of other goals. Ensuring privacy rights entails individuals' ability to 

behave, think, speak, and express ideas without the surveillance of someone else. Individuals exercise their 

freedom of expression by attending political rallies and choosing to hide their identities online by using 

pseudonyms. National Security Agency (NSA), Central Intelligence Agency (CIA), and Government 

Communications Headquarters (GCHQ), amongst other government organizations, are authorized to conduct 

mass surveillance throughout other nations around the world. Programs such as PRISM, MYSTIC, and other 

operations performed by NATO-member states can collect large quantities of data, internet histories, and 

recordings of phone calls from various countries, which ultimately infringes upon the data privacy of innocent 

people. Recent discoveries have even shockingly presented new technologies developed surreptitiously to 

facilitate the practices of electronic surveillance.  

Governments claim to be using information collected on citizens for the sole purposes of detecting 

threats such as terrorism, crime, child pornography, tax evasion, and fraud. However, ever since National Security 

Agency (NSA) ex-contractor Edward Snowden released news of the NSA surveillance programs intercepting and 

collecting data including emails, text chats, video and voice messages, voice-over-IP chats (including Skype calls), 

social networks information, and files transferred in 2013. It has now illuminated the importance of user data free 

from government agencies' interference and monitoring.  
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Definition of Key Terms 

Electronic Surveillance -  

Electronic surveillance is monitoring activities, information, and behavior to gather, influence, and 

manage. Electronic surveillance is often a distanced observation over electronic equipment, such as closed-circuit 

television (CCTV), or sometimes an interference of electronically transferred data, such as Internet traffic. General 

António Guterres, the United Nations' top official for counter-terrorism and human rights, issued an authorized 

report under the United Nations general assembly in 2014 denouncing mass electronic surveillance as an 

apparent infringement of privacy rights, as guaranteed in multiple treaties and laws.  

 

Government Surveillance -  

The government's reasoning for the practice of electronic surveillance includes preventing crime, 

protecting a process, person, group, object, intelligence gathering, or criminal investigation. Although government 

surveillance monitors the phone calls, emails, and text messages of millions of innocent people, it is necessary to 

track international terrorism. Government surveillance is also efficient and can be installed and put into practice 

almost anywhere, as well as; it can be employed on a global scale for nations to work collectively to trace terrorist 

threats.  

However, government surveillance can also raise suspicion towards innocent people who pose no threat; 

governments could now increase surveillance on a person, which further challenges their privacy rights. The 

collection of data governments possess can also be used for the benefit of themselves. They track behaviors such 

as travel patterns, election votes, and product preferences. Government surveillance has its advantages but can 

also be used to keep specific people in power.  

 

Right to Privacy -   

 Article 12 under the 1948 Universal Declaration of Human Rights suggests that no one shall be subjected 

to arbitrary intervention with his privacy, family, home, or correspondence, nor to encroach upon his character 

and reputation. The United Nations defines the "right to privacy" as a fundamental human right. The right to 

privacy in the digital age entails having ones' personal business not be disclosed or publicized and the right to be 

free from government intrusion in personal matters. These include the privilege of expression and to pursue, 

receive, and communicate information.  

 

Information and Communication Privacy - 

Communication privacy is the conception in which individuals are entitled to the freedom and right to 

communicate information digitally with guaranteed security. Meaning that the original sender's messages and 
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communications are only accessible to those the sender intended. Information privacy is the understanding that 

individuals should have the freedom to determine how their digital information is collected and used. Hacking 

methods such as the man-in-the-middle attack (MITM) suggests that communications can be directly intercepted.  

 

People's Rights - 

 Human rights are the rights to life and liberty, freedom of slavery and torture, the right to work and 

education, freedom of opinion and expression, and more. Human rights are rights that all human beings inherit, 

regardless of race, sex, nationality, ethnicity, language, religion, or any other status. 

 

National Security Agency (NSA) - 

The National Security Agency (NSA) practices global monitoring, collection, and processing of information 

and data for foreign and domestic intelligence. In 2013, Edward Snowden, a former NSA contractor, revealed 

many secret NSA surveillance programs. Leaked documents show evidence of the interception and the storing of 

billions of communications worldwide. The documents also informed that the NSA tracks hundreds of millions of 

people's movements using cellphones' metadata (data about data). The NSA is permitted to record the 

discussions of non-Americans without a specific warrant, even if only one end of the conversation is outside the 

U.S.  

 

Edward Snowden - 

Snowden claimed that "in general, the reality is this: if an NSA, FBI, CIA, DIA, etc. analyst has access to raw 

SIGINT [signals intelligence] databases, they can enter and get results for anything they want." Edward Snowden 

was a former NSA contractor who in 2013 published reports on the surveillance being conducted secretly by the 

NSA surveillance programs. Edward exposed that the administration gathered by NSA includes monetary 

exchanges, telecommunications, and movement patterns.  

 

PRISM - 

PRISM is a cipher name for a program in which internet communications are collected by the United 

States National Security Agency (NSA) from various U.S. internet companies. PRISM accounts for about 91% of 

internet traffic NSA acquires. When asked about NSA hacking China, the Ministry of Foreign Affairs spokeswoman 

of the People's Republic of China said, "China strongly advocates cybersecurity." A Dutch Member in the 

European Parliament called PRISM "a violation of EU laws." PRISM collects data from central internet services 

such as Facebook, Outlook,  and Gmail.  
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History 

1995: The European Union GDPR 

In October 1995, the European Union enacted a Data Protection Directive (DPD) that regulated personal 

data while allowing data free movement. The principles established in the Data Protection Directive allowed 

fundamental rights to be protected and the freedoms to process personal data. All the European Union (E.U.) 

member states also supported the European Convention on Human Rights (ECHR). Article 8 of the ECHR asserted 

a right to regard one's "private and family life, home, and correspondence." Specific requirements needed to be 

met for personal data to be processed, these conditions fell into three categories: transparency, legitimate 

purpose, and proportionality.  

 

Transparency suggested that the subject whose data was being processed had the right to be informed on 

these means. The legitimate purpose stated individual data could only be managed for specified explicit and 

authorized purposes and not processed for other unnecessary reasons. Proportionality declared that only the 

necessary information needed for surveillance should be taken when processing personal data, and no excessive 

data would be collected.  

 

Because of these laws, Europeans have the right to erase their data from the hands of intelligence 

companies. "The right to be forgotten" entailed that companies would undergo penalties if they did not delete 

data by a specified timeline. Furthermore, because of the Data Protection Directive (DPD), in 2016, Europe 

adopted a new General Data Protection Regulation (GDPR). This was one of the most significant accomplishments 

of the European Union regarding digital privacy. The new laws intended to help protect individual consumers' 

privacy rights; it gave data subjects more clearly outlined benefits regarding what data was kept about them, how 

the data was used, and when the data was deleted. Although the new law reduced the original number of 

principles from eight to six, the renewed regulations were much more extensive in scope than the existing ones, 

which provided the consumer with greater control over their data. They inflicted harsher penalties on 

organizations that failed to comply. It was also worth recognizing that these laws applied to any company holding 

data on E.U. citizens, regardless of where they were based. 

 

2001: The September 11 attacks 

September 11, 2001, attacks by the terrorist group Al- Qaeda left 2977 dead with over 25,000 injured. 

With that, an additional 10 billion USD worth of property was left damaged during the series of plane crashes. 

Before 9/11, there was no comprehensive data on terrorist organizations and very little systematic data on what 

the government was doing to fight terrorism. After 9/11, advances in social science took a preeminent role in 

developing ways to react, and in many cases prevent, another terrorist attack. One step to tracking terrorist 
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threats was the implementation of the United States Patriot Act. The United States Patriot Act revised the 

nation's surveillance laws that allowed expanded government authority over monitoring its citizens. These newly 

enacted laws were a 300- page document enacted solely 45 days after the September 11 terrorist attacks. 

However, this, in turn, led the government to seize power over four areas.  

These four areas include record searches, secret searches, intelligence searches, and "trap and trace" 

searches. With this, governments now had access to the origins and destinations of communications while also 

searching private property without the owner's notice. Although this does drastically improve the advancements 

to stop terrorism, it also provided the government with unchecked power to personal records, foreign 

communications, and no oversight for surveillance purposes. In a moment of panic, in this case, during the 

September 11 attacks, Congress essentially deemed permission to law enforcement officials to accumulate 

information legally on citizens of the United States.  

The Patriot Act, however, did have its benefits. For example, it implemented extra measures to 

investigate foreign financial organizations and foreign powers. Next, it strengthened U.S. measures to identify, 

prevent, and execute the financing of terrorism. One of the Patriot Act's key goals allowed law enforcement and 

government officials to use their crime-fighting for the conflict on terrorism. To accomplish their goals, terrorists 

lack financing, which primarily focuses on domestic and international banking operations. Moreover, it instituted 

measures within the U.S. financial system to prevent corruption. The Patriot Act worked towards eliminating legal 

loopholes that could fund potential international terrorism, while the U.S. banks profited. Furthermore, it 

extended the surveillance authority regarding what the government could execute. The Patriot Act renewed 

communication laws and applied existing enactments to incorporate terrorism and terrorists by definition. Lastly, 

it improved communication, and with more developed resources came efficiency.  

 

2006: The Great Firewall of China  

The People's Republic of China implemented the Great Firewall of China to regulate the Internet 

domestically with legislative actions and technologies enforced. With the GFW came censorship and no privacy 

for citizens of PRC. The GFW includes restricted access to foreign information references, such as Google, 

Facebook, Twitter, and Wikipedia. Aside from the censorship of news and information for the discouragement of 

criticizing ideas of "right-thinking," the GFW has also shaped China's internal internet economy by nurturing 

domestic companies and reducing products' effectiveness from foreign internet companies.  

 

Techniques and purpose for the Great Firewall of China include monitoring the public's voice, altering the 

thinking of the people by blocking access to websites opposing Chinese beliefs. The Chinese government mainly 

practices it to promote and encourage "right-thinking" by censoring dissident ideas while directly influencing the 

population's way of thinking.  
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2013: Edward Snowden and the NSA 

Edward Snowden was an I.T. systems specialist for the National Security Agency; he served under a 

contract that obligated him to secrecy about all government projects. In 2013, he visited Hong King and secretly 

provided three journalists with thousands of copies of leaked top-secret records of the U.S. intelligence agencies 

conducted surveillance on American citizens. In Snowden's eyes, he was shining a light on government 

intelligence agencies' privacy abuses by exposing highly classified information. He saw himself as a 

"whistleblower"; however, the government viewed him as a "traitor" of the Espionage Act.  

He claimed that the NSA had been hacking into Chinese computers since 2009 and are allowed to search 

and listen to Americans and other people's communications without court approval and supervision. His 

disclosures have fueled debates over mass surveillance, government secrecy, and the balance between national 

security and information privacy, resulting in notable impacts on society and the tech industry, and served as the 

impetus for new products addressing privacy concerns such as encryption services.  

Because of Edward Snowden, the world was able to be enlightened on government doings involving 

digital surveillance. Major technology companies and software engineers are now coming up with new ways to 

implement surveillance technology in the latest devices. However, many governments worldwide, such as the 

U.K., have called for a denouement of the laws governing intelligence agencies so that the whole process became 

further transparent.  

Although many fail to be bothered by government mass surveillance, it has become a significant issue. 

Intelligence agencies have access to telephone numbers, metadata, online activities, messages, telephone calls, 

voice messages, and even every individual's movement. Although increasing the chances of tracking down 

terrorist threats, government surveillance places a burden on citizens' privacy and puts innocent people under 

suspicion.  

 

 

Key Issues 

Today, as technological advancements are further developed, individual data privacy and security are also 

an aspect of the Internet that must be protected. According to Article 12 under the 1948 Universal Declaration of 

Human Rights suggests that no one shall undergo arbitrary intervention with his privacy, family, home, or 

correspondence, nor to encroach upon his character and reputation. Everyone has the benefit of the protection 

of the law against such intrusion or attacks. Supporting in article 17, The International Covenant on Civil and 

Political Rights declares that no one shall be subjected to arbitrary or unlawful interception with their privacy, 
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family, home, or correspondence, nor to criminal attacks on his or her honor and reputation. It moreover states 

that everyone has the right to the protection of the law against such interference or attacks. 

According to the Data Protection and Privacy Legislation, 66% of nations have legislation for data privacy, 

10% of countries have drafted legislation, 19% have no legislation, and 5% have no data collection. Recognition to 

the General Data Protection Legislation (GPRL), almost every nation in the European Union has advancements in 

legislation protecting citizens' data rights in each country. However, countries such as China, the United States, 

Russia, and India have little to no privacy laws. These countries have communication interception, secret data 

sharing, and government mass surveillance, challenging the natural right of privacy of every individual living in 

these nations. However, when drafting possible solutions to solve this issue, it is essential to acknowledge in a 

country like China, to resolve digital privacy; also to keep in mind the censorship and visual surveillance evident.  

There are many international documents and treaties to protect the privacy of personal data. Although 

the international community recognizes digital privacy, it still requires action to be taken by intelligence 

organizations and the government to be solved. Whether it is protection from data being intercepted secretly or 

information is collected solely for government benefits, to ensure privacy in the digital age, a solution must be 

proposed that does not infringe upon individual rights. These include freedom of opinion and expression to 

inquire, receive, and expose information – rights all linked closely with the right to privacy. Lastly, to protect an 

individual's privacy, especially in the modern, digital age, it is also relevant to establish limitations of government 

mass surveillance and surveillance technology developed within new devices.  

 

Major Parties Involved and Their Views 

The United States of America  

Privacy in the United States of America faces growing challenges from developing surveillance technology 

that is often justified for the sake of national security. Numerous government agencies—including the National 

Security Agency, the Department of Homeland Security, the Federal Bureau of Investigation, and state and local 

law enforcement agencies—interfere upon the private communications of innocent citizens, accumulate broad 

databases of whom its citizens call and when, and record "suspicious activities" based on the vaguest standards. 

 

The Health Insurance Portability and Accountability Act was passed in 1996 as landmark legislation to 

control health insurance. It is a very complex law that includes both data privacy and security sections. The data 

protection part of HIPAA is found in The Security Rule. HIPAA also laid down data confidentiality requirements 

that can be found in, The Privacy Rule. The Privacy Rule ensures all "individually identifiable health information." 

Within the HIPAA legislation, people have the right to correct their information to permit what information can be 
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shared. This process limits the personal sharing of unnecessary information leading to fewer incidents of identity 

theft or compromise. However, if patients learn that a violation occurs, which involves their information, they 

cannot sue. They have no choice regarding sharing their medical information with these providers, and individual 

consent is not required. Written agreements are used with third parties to keep this data confidential, but 

patients are kept secluded with this process. 

 

Moreover, succeeding the terrorist attack of September 11, 2001, The United States of America 

established legislation and enhanced surveillance to track these threats. In 2013, since Snowden's disclosures, 

according to an April 2014 poll, Americans used the Internet less for things like email, online shopping, and 

banking. Although it shone a light on the government's mass surveillance, it also negatively impacted global 

intelligence. Moreover, in April 2014, former NSA deputy director Col. Cedric Leighton stated in the Bloomberg 

Enterprise Technology Summit that Snowden's leaks drastically impacted the international community. 

Snowden's leaked documents lead Brazil and other countries to reevaluate the Internet. Leighton suggested that 

if every nation-state began to implement their versions of the Internet, it would become "the beginning of the 

end for the Internet as we know it." "When you have a situation where all of a sudden, everyone goes into 'tribal' 

mode—a German cloud, a Swiss cloud, or any other separate Internet—they are significant nationalistic 

attempts," said Leighton. "What happened with Snowden, it is more of an excuse than a policy; it is more of an 

excuse to re-nationalize the Internet." 

 

The European Union 

The European Commission announced an evaluation report on the General Data Protection Regulation 

(GDPR). The report reveals the GDPR has met most of its objectives by offering citizens a robust set of 

comprehensive rights and forming a new European governance system and enforcement system. The GDPR 

proved to be manageable to support digital solutions in unforeseen circumstances such as the Covid-19 crisis. The 

report also concludes that cooperation across the Member States is increasing, although a certain fragmentation 

level must be continually monitored. It also finds that businesses are developing an agreement culture and 

increasingly use strong data protection as a competitive advantage.  

 

The People’s Republic of China 

The People's Republic of China violates the most privacy rights in the world. According to statistics, 53% of 

its population, roughly 730 million people, use the Internet. This means that the number of Chinese Internet users 

is approximately the same as the entire population of Europe, which is 741 million. Moreover, 95% of the Chinese 

population who use the Internet are on mobile devices; this confirms that 50% of the 1.4 billion population of the 

People's Republic of China are mobile Internet users.  
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The People's Republic of China focuses on implementing "right-thinking" for its citizens. On establishing 

this, the People's Republic possesses three categories, of which privacy and rights are violated: censorship, 

government access, and visual surveillance. The PRC established the most restraining cybersecurity law in the 

world. This cybersecurity law accommodates the governments' plans to enforce censorship, block access to store 

data, and ban online access to any knowledge or information that the government considers subversive. Although 

censorship does not directly affect digital privacy, the Chinese government, in 2020, installed a domestic social 

credit system that essentially rates each citizen using video surveillance collected by their workplace and in public. 

Additionally, the government monitors financial behavior to determine how well citizens handle and manage their 

money. Lastly, the People's Republic of China has now implemented an overall facial-recognition system that 

captures its citizens' faces to socially regulate their behavior.  

 

China enacted a new Civil Code in May 2020, which will have taken into effect in January 2021. This Civil 

Code marks a step forward in the establishment of a legal framework protecting individual data privacy. Among a 

sweeping package of numerous civil laws, privacy is defined as a personality right for the first time. The Code 

devotes an entire chapter to approaching personality rights — covering people's rights to control the practical use 

of their name, title, portrait, reputation, and privacy while combining new articles on protecting personal 

information. 

 

 

The Russian Federation 

From 2014 to 2016, online communications dealt with 85% of criminal convictions for public expression 

detrimental to the country. However, within the Russian Federation, there are no democratic safeguards or 

constitutional protections for privacy rights. All Russian intelligence companies must store customer 

communication for six months and data related to those communications for three years. The Russian Law bans 

anonymous identity for online users with a messenger application. Therefore, anyone who criticizes the Russian 

government must use his/her real name. Moreover, the Russian Federation has access to every social media and 

communications account of every citizen. If anything deemed to be critical of the status quo could result in 

criminal charges.  

 

The Data Protection Laws in Russia are a branch of Russian legislation enacted in 2005 and 2006. This 

constitutes the backbone of Russian privacy laws. These laws require the data operators to take "all the required 

organizational and technical measures necessary for protecting personal data against unlawful or unintended 

access." However, this is the Russian Federation's approach to overseeing all its people's telecommunications and 

information intelligence.  
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In July 2018, amendments to existing counterterrorism legislation entered into force that requires 

telecommunications and internet companies registered with Russian authorities as "information dissemination 

organizers," for example, messenger apps and social media, to collect and share information about users without 

a court order. Furthermore, the 2017 law prohibiting VPNs and internet anonymizers from providing access to 

banned websites. However, officials believe that the Russian government is attempting to promote an approach 

to achieve global convention on combatting crimes involving information privacy. Russia put forward this proposal 

in May 2010, which prompted the UN Commission on Crime Prevention and Criminal Justice to authorize an 

intergovernmental expert group to draft proposals to improve the international legal framework in this sphere. 

 

India  

India's laws regarding data privacy were ambiguous for a long time, yet in 2017 the Supreme Court 

decreed a guaranteed fundamental right to privacy for every citizen. Following the European Union's General 

Data Protection Regulation (GDPR), India accepted global intelligence companies to conduct business with specific 

regulations. India avoided China's isolationist framework, which prevents global businesses like Facebook and 

Google to operate within its borders. However, India proposed the Personal Data Protection Bill (DPB), which 

would manage the accumulation, processing, storage, manipulation, transfer, protection, and disclosure of 

personal data of Indian residents. However, despite this introduced legislation, India has many data breaches over 

the years.  

 

Privacy International 

Privacy International is a UK-based organization that advocates the right to privacy across the world. It 

has organized campaigns and initiatives in more than fifty countries. Privacy International works as a 

non-governmental organization to fight against criminal surveillance through advocacy, lawsuit, and investigation. 

They address the lack of a secure mechanism to protect the UN Human Rights Council's right to privacy. This led 

to the civil society's campaign for creating a UN Special Rapporteur on the Right to Privacy in the digital age. This 

campaign's result was that the Human Rights Council created the mandate in March 2015 (and renewed it in 

2018).  

 

Timeline of Relevant Resolutions, Treaties, and Events 
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November 4, 1952 The United States Department of Defense founded the National Security Agency 
(NSA).  

October 25, 1978 The United States Foreign Intelligence Surveillance Court (FISA) was founded.  
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Evaluation of Previous Attempts to Resolve the Issue 

Legislations Worldwide  

Many nations, especially in Central Europe, South Africa, and South America, are ratifying laws to solve 

privacy violations under previous authoritarian administrations. Many countries, especially in Asia, including 

Canada, have developed or are currently expanding statutes to promote electronic commerce. In order to 
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1990  Simon Davies founded privacy International.  

November 1, 1993  The European Union is formed.  

September 11, 2001  The September 11 coordinated plan crashed prompted the United States Patriot Act. 
This act revised the nation's surveillance laws that allowed expanded government 
authority over monitoring its citizens. 

October 26, 2001 President George W. Bush approved the Patriot Act. 

September 2006 Facebook launches News Feed, broadcasting the personal details of Facebook users 
— including relationship changes — without their knowledge or consent.  

November 2007  Facebook launches a Beacon program, injecting personal information such as users' 
online purchases and video rentals on third party sites into the News Feed without 
their knowledge or consent.  

July 2008  President Bush signed the (FISA) Amendments Act of 2008, which authorized courts 
to grant protection to telecom companies that participated in the morally illegal 
warrantless surveillance programs during the post-September 11 eras. 

May 20, 2013 Snowden flew to Hong Kong leaked documents on NSA's surveillance.  

June 21, 2013 Snowden is charged with breaking the Espionage Act of 1917 by The United States 
Department of Justice.  

December 18, 2013 UN Resolution (A/RES/68/167) is passed by the general assembly in response to 
Snowden revealing mass surveillance issues, to ensure the right to privacy in the 
digital age.  

May 2017 Google implements Street View, which sparks privacy concerns.  

May 25, 2018 The European Parliament founded the General Data Protection Regulation (GDPR).  

August 3, 2018  UN Resolution (A/HRC/39/29) is passed by the Human Rights Council to identify 
critical aspects for data privacy frameworks that should be fostered by States and 
businesses. 

June 24, 2020 UN Resolution (A/HRC/44/24) is passed by the Human Rights Council to address the 
impact of new technologies on the improvement and protection of human rights.  
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promote online commerce, consumers must feel secured with their personal information sent worldwide. Privacy 

laws are being executed as part of a combination of laws intended to facilitate electronic business by setting up 

uniform rules. Regulations based on the Council of Europe Convention and the European Union Data Protection 

Directive are being adopted in most countries in Central and Eastern Europe. Governments in other regions, such 

as Canada, are adopting new laws to guarantee that the EU Directive requirements will not influence trade.  

 

Privacy International  

Since 2013, to address the lack of attention towards the protection, promotion, and respect of the right 

to privacy, Privacy International has been engaging in various UN human rights monitoring on the right to privacy. 

To address the lack of dedicated efforts to protect the UN Human Rights Council's right to privacy, Privacy 

International led the civil society's campaign to create a UN Special Rapporteur on the Right to Privacy in the 

digital age. The campaign created this mandate in the Human Rights Council successfully in March of 2015. 

Privacy International (PI) provided the Universal Periodic Review (UPR) mechanism and the UN Human Rights 

Committee with country reports documenting concerns on state surveillance laws and practices, protecting 

personal data, exploiting and vulnerability of data by government companies. PI followed up on our written 

submissions with UN experts and diplomats' announcements when they met in Geneva to discuss countries of 

concerns. Moreover, in 2016, PI published a guide on submitting concerns about the right to privacy to the United 

Nations. In 2017, they created an international guide to international law and surveillance, which provides 

recommendations by international/ regional bodies and experts to work towards digital rights.  

 

The General Data Protection Regulation, 2018 

The GDPR is a set of legislation implemented by the European Union and Parliament. It focuses on seven 

main principles involving privacy in the digital age: Lawfulness, fairness or transparency, Purpose limitation, Data, 

minimization, Accuracy, Storage limitation, Integrity, and Confidentiality (security), and Accountability. The GDPR 

has been very successful for it empowers its citizens to be more aware to exercise the rights they are entitled to. 

The GDPR enhances transparency in companies and provides individuals with a set of comprehensive rights, such 

as the right to access, the right to amend, the right to delete, the right to restrict processing, and the right to 

oppose. It ensures protection from cybercrime and ensures personal communications for the risk of interception. 

It also provides effective punishment laws for violations of this legislation. Moreover, all of the above regulations 

apply to any businesses that associate or do business with EU citizens. The effects of the GDPR's legislation exceed 

the EU, affecting the US, Chinese, and other non-EU companies who do business with EU citizens. If agreements 

and circumstances are met, the possibility of the GDPR implemented worldwide is likely.  
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Possible Solutions 

Even after countless years of trying to resolve this issue, privacy in the digital age appears a demanding                  

question waiting to be determined. What is the best way for the international community to approach this issue?                  

Implementing privacy laws to ensure the proper use of personal data and protect the possibility of                

communication interception is very effective. As enshrined in its Constitution, UNESCO promotes the "free flow of                

ideas by word and image" and has accordingly committed itself to enable a free, transparent, and accessible                 

Internet space as part of encouraging comprehensive Freedom of Expression online and offline. Moreover,              

diminishing the possible loopholes in international legislation can further allow citizens to feel secure about their                

data being put on the internet. Governments, especially in developing nations, are facing struggles constituting               

data protection regimes. Common challenges that need to be addressed when adopting new privacy legislation               

include the length of time to pass the legislation, financial costs associated with the enforcement of data                 

protection, and the lack of cooperation and knowledge among government entities to regulate. What is the limit                 

of surveillance data to which governments should have access? Is the tracking of terrorist threats a sufficient                 

enough reason for the monitoring of millions of citizens?  

 

On the other hand, fabricating trust in the online environment is key, and there has been a decline in trust                    

concerning transactions with both private actors and government. Legislation for privacy acts must include no               

possibility of loopholes for governments and ensuring governments agree to prevent private mass surveillance.              

Another perspective to keep in mind is that intelligence companies make their privacy guidelines increasingly               

complicated to include loopholes to store user data. When approaching the question of ensuring privacy in the                 

digital age, it is critical to keep in mind the advancements in technology being developed to implement                 

surveillance technologies within devices. The worst result that must be avoided in solving this issue is the                 

uncertainty of every nation implementing their versions of the internet, which causes an instantaneous end to the                 

internet. Furthermore, it is also essential to acknowledge nations such as China who implement surveillance and                

internet limitations domestically to achieve what they believe is right. Nations must come together and address                

the conflict of censorship, managing new technologies, and determining jurisdiction to solve this pressing issue.  
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Appendix or Appendices 

I. Useful resource on the timeline of digital privacy:  
https://www.thevpnexperts.com/vpn/timeline-of-online-privacy/  

II. Top 10 countries with best privacy laws and descriptions: 
https://www.expressvpn.com/blog/10-countries-with-top-data-privacy-laws/  

III. GDPR statistics  
https://www.varonis.com/blog/gdpr-effect-review/  

IV. Privacy in the digital age 
https://www.article19.org/resources/un-hrc42-action-to-protect-privacy-and-address-artificial-i
ntelligence-among-key-priorities/  

V. Data protection  
https://privacyinternational.org/explainer/41/101-data-protection  
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